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Abstract of the contribution: Proposes an evaluation of the solutions for the Key Issue 1 - Authorization of use of Coverage Enhancements, and proposes a conclusion.
Discussion

For the Key Issue 1 “Authorization of use of Coverage Enhancements” there are three type of solutions described in the TR 23.730 i.e.
NAS based solution (solutions 1 and 3);

UE (OTT) configuration based solution (solution 2); and

S1 based solution (solution 4).

The NAS based solutions provides a way to in a secure way provision the UE with whether the UE is authorized for CE, as well as the solution provides a way to enforce the authorization in the UE as well as in the CN. The authorization in the CN makes it possible to avoid usage of CE for paging. For MO communication, the solution relies upon that the UE follows the NAS-provisioned information, or, that the CN is as part of current RAN-CN signalling provided with information whether CE has been applied. As for NB-IoT the support of CE is mandatory for the UE, the eNB may have logic to assume it can be enabled. Therefore, an efficient enforcement of the authorization of CE for MO procedures might not always be possible with a NAS based solution.
The UE configuration based solution, provides a way to in a secure way provision the UE whether CE been authorized without impacting the 3GPP network (other than a provisioning server). The enforcement of the authorization of CE is assumed to rely solely on UE logic. 

The S1 based solution, provides a way to early enforce the authorization of CE for MO procedures in the RAN and potentially also adapt the RAN resources aligned with the allowed usage of CE. As the S1 based solution also impacts the CN, the CN could avoid storing CE information in CN (if RAN uploads the CE information at initial RAN-CN message i.e. before the RAN is aware whether the UE is authorized for CE). The provisioning of the UE whether the UE is authorized for CE relies upon RRC/AS signaling and e.g. for NB-IoT the RRC is not secure. The details of such provisioning rely upon RAN WGs.
As a conclusion, the most efficient solution providing both the provisioning of the UE as well as the possibility of an earliest enforcement in the network is the S1 based solution. The S1 based solution can be combined with a NAS and/or UE configuration based solution for provisioning the UE in a more secure way.
Proposal

It is proposed to update TR 23.730 as indicated below:

***** Start of changes *****

7
Overall Evaluation
Editor’s Note: This clause will provide evaluation of different solutions for each key issue. This may be omitted in case specific key issue has only one solution. 
7.1
Key Issue 1 “Authorization of use of Coverage Enhancements”

Key Issue 1 has 4 solutions. 

Solution 1 is based on principle of keeping new UE subscription parameter in HSS. This parameter dictates if coverage enhancements is authorized or not for the UE. The parameter is provided to the UE by the MME as part of NAS signalling (i.e. Attach and TAU procedures). Solution also addresses the architectural requirement to allow the 3rd party service provider to query the status of, or enable, or disable Coverage Enhancements capability per UE. Solution 1 has no impact on the RAN. 

Solution 2 is based on principle of configuring UE (e.g. using OMA-DM or at UE manufacturing) whether it is allowed to use coverage enhancements or not. Solution is mainly useful for UEs which the network is not expected to change this configuration. Given the limited applicability of this solution it is proposed to not use this solution for the normative work.

Solution 3 is also based on principle of keeping new UE subscription information in HSS (called as CE authorization information). This parameter dictates if coverage enhancements is authorized or not for the UE. Parameter is provided to the UE by the MME as part of NAS signalling (i.e. Attach and TAU procedures). This is very similar to solution 1. Comparison between solution 1 and solution 3 is as follow – 

a) Solution 3 uses CE authorization information which consist of CE indication parameter (same as Enhanced Coverage Allowed parameter in solution 1) and in addition, authorized CE level range parameter which indicates the maximum CE level that the UE can use. Solution 1 can be extended to include CE level range parameter.

b) Solution 1 address architectural requirement to allow the 3rd party service provider to query the status of, or enable, or disable Coverage Enhancements capability per UE. Solution 3 doesn’t address this architectural requirement but can be extended to address this. 

c) Solution 1 indicate interaction between Enhanced Coverage Info kept at MME and new CE parameters from HSS when downlink data is received. Solution 3 doesn’t address this but can be extended to address this. 

Solution 1 & 3 are very similar. It is proposed to extend Solution 1 to also include CE level range parameter as part of UE subscription in HSS and use as the basis for the normative work. 

Solution 4 is also based on principle of keeping new UE subscription information in HSS (called as CE authorization information). However as compared to solution 1 & 3, MME provides CE authorization information obtained from HSS to the RAN. The RAN enforces the CN decision and informs the UE. In addition to UE and CN impacts, solution has additional impacts on the RAN. One benefit of enforcement by the eNB, in addition to the enforcement by the UE, is to address the case of misbehaving UEs. 
The most efficient solution to both provisioning of the UE as well as the possibility of an efficient enforcement in the network is the S1 based solution. The S1 based solution may be combined with a NAS and/or UE configuration based solution for provisioning the UE to provide a more secure transport of the CE authorization information.

8
Conclusions

Editor's Note:
This clause is intended to list conclusions that have been agreed during the course of the study. This may also capture the guiding principles and documentation approach for creating CRs to normative specifications within the responsibility of SA2.
For the Key Issue 1 “Authorization of use of Coverage Enhancements”, the following is recommended:

1.
It is recommended that a combination of solution 1and solution 4 is the basis for normative specifications. Details of the solution will need to be determined in co-operation with RAN WGs.
NOTE:
Functionality to avoid potential ping-pong between PLMNs, avoiding UEs getting frequent out-of-coverage needs to be covered during normative phase, while keeping the solution simple.
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